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1 Introduction

This document is intended to provide an overview of the BridgeMaster application.
BridgeMaster is a software application that bridges data between any two or more OPC Servers.
This interface supports bi-directional data flow and supervisory control between any two control
systems. It enables operators to control digital and analog control loops implemented within
DCS controllers or SCADA systems from other control system operator consoles such as the
ABB Bailey INFI 90 Console. Likewise, operator stations may also be used for operator control
of digital and analog control loops implemented in other control system controllers. These
capabilities depend on the functionality supported by the OPC Server being utilized. The
RoviSys OPC90 Server which is used to link with the ABB Bailey system supports all of these
capabilities. BridgeMaster is fully compliant with Versions 3.0, 2.x and 1.a OPC Servers.

2 Functional Description

The BridgeMaster interface runs under the Windows 2000 Pro & Server, Windows XP Pro, XP
SP2, SP3, Windows Server 2003 RC1, RC2 and the Windows Server 2008 operating systems.
The two modes of operation associated with the interface are “Configure mode” and “Runtime
mode”. In Configure mode a user can configure settings and create links (or tag mappings). In
Runtime mode the interface uses the currently loaded configuration to communicate with the
external OPC Server(s). BridgeMaster supports the following features:

e Supports OPC Data Access V3.0 compliant Servers, OPC Data Access V2.x compliant
servers and OPC Data Access V1.a compliant servers.
e Dual server redundancy scheme supports redundant OPC Server connections
implementing user-selectable fail-over mechanisms.
e Server Redundancy now includes ability to define a heartbeat/watchdog tag per side.
e Ability to run as a Windows service for standalone, dedicated data transfer ability (without
a user logged in).
¢ A BridgeMaster Control Panel application allows start and stop of the service.
e Supports COM/DCOM
e Supports and implements OPC DA V3.x improved functionality such as:
o0 Ability to transfer VQT (Value, Quality and Timestamp) on a group by group basis
for all tags within a group.
o Implements usage of Keep Alive mechanism for Redundancy.
0 Ability to set individual Item Deadband values on an item by item basis for noisy
tags.
0 Supports new server status: OPC_STATUS COMM_FAULT used for redundancy
failover.
0 Supports new quality status: WAITING_FOR_INITIAL_DATA
e User-Selectable two way data flow movement on a group by group basis
e Supports selectable User-Requested OPC Version to use on a group by group basis,
defaulting to “Use Best Available Interface”. Each group provides feedback as to what
OPC version is actually being used with the server.
e Supports ability to Bulk Add Items in order to speed up startup.
e Optimized data throughput via Bulk Tag Writes (VQT or ‘Value-Only’) during runtime.
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e Allows selection of writes and reads to be made synchronously (polled) or
asynchronously (on data change) on a group by group basis as well as selection of
whether to transfer VQT or ‘Value-Only’ (if V3.x supported).

e OPC Server configuration dialog allows easy configuration of the OPC Server and node
by browsing and selecting an existing OPC Server and node.

e Simple Tag Map definition dialog allows individual mapping of an ‘A’ side OPC server tag
to a ‘B’ side OPC server tag. Tag Map definition includes defining attributes such as OPC
Item names, description and data source. Optionally, scaling conversion using conversion
tables can be defined to convert raw or discrete values from one system to the other.

e The Unlimited Version supports unlimited user-defined tag map definitions.

e Tag Map configurations are stored in a serialized compact binary file.

e Simple configuration with ‘Drag & Drop’ capabilities for mapping lots of tags in bulk
quickly.

e Supports ability to easily Import/Export BridgeMaster Tag Map configurations to CSV
files, which can be created and/or edited with Microsoft Excel, Microsoft Access or any
text editor.

e Error and informational messages displayed in the main window in runtime along with the
optional user-configurable specification of maintaining this data in daily log files.

e Runtime tag monitoring ability to view and change (read/write) data values in either OPC
Server from main client window.

e Runtime ability to add or delete tag maps, change item names, and/or change group
update rates, Item Dead Bands, Keep Alive rates, etc.

e Up to 100 connectors (OPC interfaces) can be defined.

e Ability to browse any local or remote OPC Server.

e Supports automatic data conversion with all data types, including arrays of any type
(VT_ARRAY), currency (VT_CY), strings (VT_BSTR) and dates (VT_DATE)

e Allows runtime view of OPC Server Status, performance statistics and visual

representation of a changing heartbeat.

Written using multi-threading and C++ for faster data transfer and higher performance.

Written in UNICODE (for support of UNICODE text, such Kanji OPC Item names)

Tested with over 40,000 tags (20K Links).

Provides shortcuts for commonly used utilities such as Ping, DCOM Configuration Utility,

Services Manager and running an external OPC Client.
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3 Getting Started

This section will provide the required information to setup and configure both the BridgeMaster
software as well as the communications interface to an OPC Server.

3.1 Configuring the OPC Server(s)

Before BridgeMaster can work properly in runtime, each OPC Server must be installed and
configured correctly. Follow the installation and setup procedure specified with the
documentation from the OPC Server vendor. A TCP/IP connection must also exist between the
BridgeMaster node and the remote node running the OPC server you wish BridgeMaster to
connect with. Consult the section “Using DCOM OPC Servers” at the end of this document to
setup and configure remote OPC servers.

3.2 Configure Mode

In Configure mode the BridgeMaster Options along with the BridgeMaster configuration can be
configured from the main window. BridgeMaster does not communicate with OPC Servers in
Configure mode. Select Mode | Configure to change to Configure mode. Changing from runtime
to Configure mode will disestablish all OPC tag items and groups and stop all communication

with the OPC Servers. You can also click on the !I button in runtime or press the keys
<Shift+F5> to change back to Configure mode.

3.3 Runtime Mode

To change BridgeMaster to runtime select Mode | Runtime, click the button or press the F5
control key. While in Runtime mode the driver will act as an OPC Client to both OPC servers. On
startup of Runtime mode, all OPC Groups and Items are established with the specified OPC
Server(s). If one or more OPC servers cannot be connected to upon startup for the currently
loaded configuration then an error will be logged to the log file and the driver will be placed back
into Configure mode. Selection of Configure from the Mode menu item will also place the driver
back into Configure mode.

When in Runtime mode BridgeMaster displays the following. Note: the currently selected Tag
Map configuration is displayed in the title of the main window, for the example below this is
displayed as <Example.bmc>.
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Example.bmc - BridgeMasterCfg - Demo - Runtime Mode E@@

Fle Edit Mode View Debug Utiity Help

(=] ?
@ O ki X ® @& 7
= k8 Connectort | Link | opCitem1 OPCTypel | Valuel | Direction | OPCItem? OPCType2 | Value2
QGroupl |5 Testlinkl  SimulatePLC.CH1.DEV1.SEQUISTART INT 56  <-—> DEVI.GROUPLAIL-100.0UT FLOAT 56
25 Test S Testlink2  SimulatePLC.CH1.DEV1.SEQO2START  INT 58  <--> DEViGROUPLAIL-101.0UT FLOAT 58
- ¥ Connector2 | TestLink3  SimulatePLC.BOOL.In BOOL Of  <-—> DEV1.GROUP1.DIL-200.0UT BOOL Off
ZGroupt |5 Testlinkd  SimulatePLC BoilerEff FLOAT 0 <>  DEVI.GROUPLRMSC-300... FLOAT 8
3 Group2 f
A

MSG - 1Z40:00.764 EVENT: Connectorl>Communication Estabfshed with Primary Server <RoviSys.OPC905erver> on Node <localHi |~
MSG - 1340:01.045 EVENT: Connectorl>Communication Estafflished with Primary Server <ICONICS.Simulator> on Node <localHost
MSG - 1Z40:02.767 EVENT: Connectorl>Client B>CommunigAtion Established, Activating Groups...

MSG - 1440:02.937 EVENT: Connectorl>Client B>All OPC (fient groups activated

MSG - 1240:02.968 EVENT: Connectorl>Client B>Startup fomplete, Tag Count=11, Startup Time= 2 secs

MSG - 1340:03.058 EVENT: Connectorl>Client A>Commynication Established, Activating Groups...

MSG - 1240:03.308 EVENT: C ector1>Client A>All OPC Client groups activated E.

] >
Ready Test: <rAessage> RUNTNG OPCCONNECTEE 28‘
/ Runtime Status

Tree View Pane Tag View Pane
Comect o/Groups

OPC Status

MessageLog Pare Total # of OPC Tags

3.4 BridgeMaster Licensing

BridgeMaster is a licensed product, and as such requires a dongle and/or software key to
operate properly. Two modes of operation are associated with this licensing: Production mode
and Demo Mode. Without a valid license present, BridgeMaster will run in Demo mode for up to
2 hours and will stop communicating if in Runtime, restarting BridgeMaster will give it another 2
hours. An unlimited number of tag maps are supported in Demo Mode. With a valid license,
BridgeMaster will run in Production mode for as long is possible. Two Production Mode licenses
are applicable:

e BridgeMaster Lite Version — Supports up to 250 total tag maps (or links). Since each
Link consists of 2 tags, the Lite version actually supports up to 500 tags. The tag maps
are split equally amongst all Connectors and all groups, for instance if you have 5
Connectors with 2 Groups each, then each connector is allowed to have up to 250/5= 50
tag maps each, and each of the 2 groups within each connector can have up to 50/2= 25
tag maps. The number of connectors is limited to 100.

e BridgeMaster Unlimited Version — Supports unlimited number of tag maps (or links)
and tags. The number of connectors is still limited to 100.

If the license is removed or not found, BridgeMaster reverts to Demo mode and will run for up to
2 hours from that time. After 2 hours, BridgeMaster will revert to Configure mode and will need to
be restarted to get to Runtime mode again.
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3.5 Running BridgeMaster as a Service
The BridgeMaster application actually contains three runtime programs:

e BridgeMaster Configurator (BMC)
e BridgeMaster Service (BMS)
e BridgeMaster Control Panel (BMCP)

The BMC and BMS programs contain the same runtime core code, however a single
configuration can only be run at any given time in either one or the other, but not both programs.
The user selects whether the interface is to run as a Windows System Service (via the BMS) or
directly on the desktop application (via the BMC). To change the application to run as a service
select the Options dialog, click the Service tab and check the Automatically Startup as Service
checkbox. The default is to NOT run as a service, and therefore when the user changes to
Runtime mode, the Configurator will run the project internally in the background (without the
service being required). The BMC is used mostly for initial tag configuration of the project and
the BMS is used to execute the configuration in runtime. However, as stated the BMC can also
be used to run the project in runtime.

The important points to keep in mind in choosing which method to use are itemized below:

When running BridgeMaster interface as a Service [BMS]:

o After initially setting up and configuring a BridgeMaster system, this is the recommended
and preferred method to use for final commissioning.

Can be placed in Runtime mode or Configure mode from either the BMC or the BMCP.

Service automatically starts up in Runtime mode using the last BMC Configuration.

Service can be started or stopped from BridgeMaster Control Panel.

User can logoff and interface will still run.

PC can be rebooted without any user logging in and BMS will still startup.

Messages can be viewed in the Log File (by running BMC and selecting (View | Log

File...) from the BMC main menu.

e Dalily Log files created from the Service have the format “BMS Log <date> <time>.log”

e When the user changes to Runtime mode from BMC, the BMC will startup the service (if
BMS is not already running) and then place the BMS in Runtime mode with the current
configuration of the BMC. The BMC configuration will need to be saved (if it was modified)
before going to runtime.

e When the BMS is running and the BMC starts up, the BMC detects that the interface is
running as a service and will connect to it and will automatically detect the mode of the
BMS (Runtime or Configure). The BMC is always “ONLINE” with the service when the
service is running; you can not do offline configuration on the same PC with a running
BMS. Any configuration changes made in the BMC while the service is running will be
made to the running BMS.

e When the user changes to Configure mode from BMC, the BMC will place the BMS in
Configure mode, and BMS will still be running as a service, it will just not be running the
interface and connecting anything.

e Keep in mind that when running as a service and connecting to remote servers, that the
security credentials must be setup correctly for BridgeMasterService in order to access
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the remote server. This is accomplished by setting the BMS to run under a particular user
account with access to the remote server node.

Will only run for 2 hours if a Demo license is present, service will need to be restarted
after that.

Tag values can be monitored/read/written in the service from the BMC.

Online changes to the configuration can be made in runtime from the BMC and will be
sent to the BMS in runtime. This means for instance you can add/edit/delete tag maps
and change update rates on the fly. However, when running as a service in Configure
mode, any changes made within BMC will not be sent to the BMS until the user starts in
Runtime mode again.

In Runtime mode, the BMC will not be allowed to change (open or create a new)
configuration during Runtime mode. The user must change to Configure mode in order to
change configuration files.

When running BridgeMaster interface from the Configurator [BMCI:

Can be placed in Runtime mode or Configure mode.

User cannot logoff the PC otherwise interface will stop.

After PC is rebooted a user must login (or be automatically logged in) in order for BMS to
startup

Messages can be viewed directly in the message log pane (as well as saved to a log file).
Daily Log files created from Configurator have the format “BMC Log <date> <time>.log”
Will only run for 2 hours if a Demo license is present, BMC will need to be restarted after
that.

Tag values can be directly monitored/read/written in the BMC.

In Runtime mode, the BMC will not be allowed to change (open or create a new)
configuration during Runtime mode. The user must change to Configure mode in order to
change configuration files.

BMC does not require the BridgeMaster Service in any way.
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3.6 BridgeMaster Control Panel

Launching the BridgeMaster service can be accomplished by using the utility program called the
“BridgeMaster Control Panel”. This program can be used to startup the BridgeMaster service if it
is not already running or to stop the service if it is running. It can also be used to start the
BridgeMaster Configurator program as discussed above. To run the control panel, select (Start |
All programs) and then browse to the RoviSys BridgeMaster section and select the
“BridgeMaster Control Panel”’. The main window looks like the following when the service is
running:

— Bridge Master Control Panel

Fle View Help

Process | Status |
BridgeMasterService Running

Configure...

View Log File...

.- B Stop \ REVISY

Irschispenchent Assomathon Soluticns

Config File: | C:\jobs\BridgeMaster\ConfiglAPACS Test.bme

EridgeMaster Services started
Status:

This application when minimized will be placed in the system tray. A balloon popup will appear
on any change of state in the service (stopped, started). A status window is provided to display
whether an operation succeeded or not. Note: BridgeMaster must be setup to “Automatically
Startup as Service” in order to use this application properly. If BridgeMaster is not setup to run
as a service then the BMS will automatically shutdown upon startup.

After clicking the start button, the Control Panel application will start the service. The following
operations are allowed using the BridgeMaster Control Panel:

Start- This button will start the BridgeMaster Service (BMS).

Stop- This button will stop the BridgeMaster Service (BMS)
Configure...- This button will start the BridgeMaster Configurator (BMC).
View Log File...- This button will bring up the latest log file in notepad.

Note, if the BridgeMaster service is not installed. The status will show up as “Not Installed” in
yellow.
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3.7 BridgeMaster Version
The version of the BridgeMaster can be found by selected the Help menu in the main window.

The version label below displays Major Version as 1, Minor Version 4 and the Build # is 87 built
on September 22, 2009. Also displayed in the About dialog box is the License Information.

About BridgeMaster &|

M BridgeMaster Version 1.4 [Build 87)

Lizenze |nformation

Serial Number. | 3339
Remaining 0ayz: | | Hfirity
b awirnum T ag Maps: | Inlimited

Free Disk Space: | 2173520 KB Free on C:

Available Memary: | 2097151 KB
Copyright & 2007-2009, The RoviSys Compary

3.8 Configuring BridgeMaster Options

To configure BridgeMaster Options, select Configure Options... from the Utility menu, or click on
the button in the tool bar. The following displays the General tab of the Options dialog.
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3.8.1 General Options Tab

Configure Options W‘

General lSewice] OpPC Settings] Redundancy] Logging ] View ]

BridgeMaster Options

| Automatically startup in runtime mode when BridgeMaster is started

| On auto startup into runtime mode, minimize the program window

v In runtime mode, ping remote hosts first to verify they exist before attempting a
connection to Remote OPC Server (requires TCP/IP)

oK Cancel

A description of each option in the General tab is given below.

Automatically startup in runtime mode when BridgeM aster is started (checkbox)
Check this option to startup the program in runtime mode when running as BMC (the next
time the BMC program is started). If unchecked then you must manually place
BridgeMaster in runtime mode. Default is unchecked.

On Startup into runtime mode, minimize the program window (checkbox)
This option is used to control whether or not the BMC program starts up minimized or not.
On startup of BridgeMaster if the “ Automatically startup in runtime mode...” is checked

above and thisis checked then the program window will be minimized. Default is
unchecked.

In runtime mode, ping remote hostsfirst to verify they exist befor e attempting a connection
to Remote OPC Server (requires TCP/IP) checkbox:
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This option should always be checked unless for some reason the remote OPC Server(s) are
using some other protocol other than TCP/IP to connect with remote servers. If checked,
BridgeMaster will first ping the remote host before attempting an OPC connection to it.
Note, if this option is unchecked and a remote server becomes unavailable then
BridgeMaster may hang trying to connect with it, depending on how DCOM is setup with
the COM interface (OPC Server). Note, for local servers (running on the same PC as
BridgeMaster) ping is not used and thus this option isirrelevant. Default is checked. This
setting can be changed on the fly in runtime.

3.8.2 Service Tab

The next tab in the Options dialog box is the Service tab which provides general settings for
running BridgeMaster as a Windows System Service (BMS) as shown below.

Configure Options W‘

General Service lOF‘C Settings] Redundancy] Logging ] View ]

Service Options

v Automatically startup as Microsoft® Windows service

v Automatically save Configuration before placing service into Runtime Mode?
(Don't promptto save each time)?

Default Runtime Configuration File:
(leave blank and service will use last loaded file in Configurataor)

EEEN

DK Cancel

The Service options are specified below:
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Automatically startup asa Microsoft Windows Service:
This option is used to specify that BridgeMaster should run as a Windows System Service
(asBMYS) as opposed to in the background within the BridgeMaster Configurator (BMC).
See the Running BridgeMaster as a Service Section for more details.

When BridgeMaster is setup to run as a service:
e TheBridgeMaster Service (BMS) will automatically startup running when the
computer restarts without any userslogged in.
e When BMS starts up, it will use the last |oaded configuration of the BMC.

When BridgeMaster is running as a service:

e When you startup BridgeMaster Configurator (BMC), BMC will automatically
connectsto and will be ONLINE with the BMS. BMC will then transparently
display (takes on) the state of the BMS: either running or stopped. Whatever is
happening in the BMS will be reflected in the BMC.

e After BMC isconnected to the BMS, anything you do in the BMC will be reflected
within the BMS. For instance, if you click the STOP button, the BMS will be
placed back into Configure mode. If you click START, the MSwill go to Runtime
mode. If you add or delete aLink or Tag Map in runtime, thiswill also be reflected
within the BMS. When you make any online tag or group edits (hame change,
update rate change, etc..) thiswill further be reflected in the running BMS.

¢ In Runtime mode, the BMC program can be exited and the BMS will still be
running as a service.

e BMC actslike a Data Spy and/or surrogate application to the BM S that can not only
peak into (but also control) the runtime operations of the BMS.

Automatically save Configuration befor e placing service into Runtime M ode?:

When running as a service, this option alows the user to go straight into Runtime mode
without being prompted to save the configuration file (if it needs saving). Select this
checkbox and BridgeMaster will automatically save the current configuration (if it was
modified) before going to runtime. Even if you didn’t directly change the configuration,
BridgeMaster internally may have indirectly changed something. For instance, it does this
when it reads the actual data type back for an Item ID and when it determines the actual
OPC Version being used. When running as a service, BridgeMaster cannot be placed into
runtime mode without first saving the configuration file (if it was modified). This is
because during startup the BMS must run with the same configuration that BMC is using,
otherwise a mismatch might occur.

Default Runtime Configuration File (leave BLANK and service will uselast loaded filein

Configurator):
This option is used to specify the runtime configuration file for the BridgeMaster Service
(BMS). Currently, thisis not user-selectable (since OFFLINE edits are not allowed at this
time) and the BMS must always load and run the last configuration file of the BMC. Since
the BMC acts as a surrogate to the BMS, it must always be running with the same
configuration file. This option is used to verify that the BMS is running the same file that
the BMC has |oaded.
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3.8.3 OPC Settings Tab

The next tab in the Options dialog box is the OPC Settings tab which allows setting OPC options
as shown below.

Configure Options g|

General] Service OPC Setiings lRedundancy] Logging ] View ]

OPC Options

Maximum Bulk Add ltems per call (setto 1to add one tag ata time to 5000]
the server):

Restore Defaults |

OK Cancel |

A description of each option in the OPC Settings tab is given below:

Maximum Bulk Add Items per call (set to 1to add onetag at atimeto the server):

This option is used during runtime startup when establishing items with each OPC Server.
When adding OPC Items to the server, this option specifies how many items (tags) can be
added in bulk at atime per call. BridgeMaster attempts to establish this many itemsin one
cal to the server. If it needs to make more calls then it does so until all items are
established. Bulk adding tags to the server can speed up startup time with certain slow
servers. As an extreme example, with trying to establish a 10,000 tag configuration with a
remote APACS OPC Device Server, the startup time may take 6 hours if only 1 tag is
established at atime, whereas it may only take 50 secondsiif this setting is set to 5000. This
option can be changed on the fly in runtime.

The Restore defaults button will restore the default settings for the OPC Settings tab.
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3.8.4 Redundancy Tab

The next tab in the Options dialog box is the Server Redundancy tab which provides general
settings for the Server Redundancy options as shown below.

Configure Options §|

General ] Service] OPC Settings Redundancy l Logging ] View ]

Server Redundancy f OPC Server Switchover

Retry Wait Period (in milliseconds): E

Mumber of Retries: 3

Restore Defaults |

| OK | Cancel |

The Server Redundancy / OPC Server Switchover options are specified below:

Retry Wait Period (in milliseconds):
This option specifies the retry wait period before attempting another connection with an
OPC Server that has stopped communicating. This is used in runtime mode during a
failover. A connection attempt is made with the OPC Server at this interva (in
milliseconds). This setting can be changed on the fly in runtime.

Number of Retries:
This option specifies the number of retries to attempt a connection with a redundant OPC
Server after communication is lost with that server before switching over again. For
example, if thisis set to 3 and communication becomes lost with the primary server, then
BridgeMaster will switchover to the secondary server (if defined) and attempt a connection
3 times to the secondary server before switching back to the primary. It will then attempt a
connection 3 times with the primary and so on. This setting can be changed on the fly in
runtime.

The Restore defaults button will restore the default settings for the Redundancy tab.
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3.8.5 Logging Tab

The next tab in the Options dialog box is the Logging tab which provides general settings for the

Logging options as shown below.

Configure Options

General] Service] oPC Settings] Redundancy Logging lView ]
Logging Options

BridgeMaster Log Directory: (leave blank if no log file is desired)

Log File Settings

Log File Size Limit |4 MEBE

Log Queue Size: 10000 messages

Log Check Rate: |100 milliseconds

Errar Log Purging

[+ Enable Purging of Log files? |

Max Mumber of days to keep Logs before Purge: 7

Browse...

Restore Defaults |

E3

OK Cancel |

The Logging options are specified below:
BridgeMaster Error Log Directory:

This option is used to specify the destination path of the error log directory. If the directory
is entered in this dialog box then all error and informational messages displayed in the
message/log pane will aso be logged to a daily log file. If this option is left blank then

logging of messages to files will not occur, regardless of the show flags.
Log File Size Limit:

This option is used to specify the maximum log file size per file. If a message going to a
log file would make the log file get bigger then this then a new file will be created with a

BMC Date 1.log, BMC Date 2.log, etc.. convention
Log Queue Size:

This option is used to specify the size of the queue for the logged messages.
Log Check Rate:

Thisoption is used to specify how often new messages are checked for in the queue.

Enable Purging of Log Files?:

This option is used to specify that log file be purged. If you want to keep all of your log

files (and never want some of them deleted) then uncheck the checkbox.
Maximum number of daysto keep log files before Purge?:
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This option is used to specify which log files will be automatically purged. Only files with
the “BM*.log” will be purged from the Log Directory if they are older than this number of
days. Checking for purging occur on application startup and at the end of the day.

The Restore defaults button will restore the default settings for the Logging tab.

3.8.6 View Tab

The next tab in the Options dialog box is the View tab which provides general settings for the
Viewing options as shown below.

Configure Options g|

General | Service | OPC Settings | Redundancy | Logging View ]

Wiew Options

Screen Refresh Rate (Update Rate for display oftag values) (in ms) s00|
Maximum # of Screen Buffer lines in On-Screen Message Log: 1000

[+ Clear On-Screen messages when limit is hit?

Restore Defaults |

OK I Cancel Apply |

The View options are specified below:

Screen Refresh Rate (Update Rate for display of tag values (in ms):
This option is used to specify how often in milliseconds tag values will be refreshed in the
tag view pane.

Maximum # of Screen Buffer linesin On-Screen Message L og:
This option is used to specify the maximum lines displayed in the Message Log Pane. |If
the current number of linesis greater or equal to this the first 50% of these messages will
be removed. This only concerns on-screen messages, whereas messages logged to the log
filewill not be removed. This option is used to minimize memory usage. The buffer can
consume up to 1 MB of memory.

Clear On-Screen Messages when limit is hit?:
This option is used to specify that when the number of lines displayed in the Message Log
Pane hits the limit defined above then the whole buffer (all on-screen messages) are
cleared. If unchecked then only the first 50% will be removed.

The Restore defaults button will restore the default settings for the View tab.
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4 BridgeMaster Tag Map Configuration

To interface OPC items (also known as tags) from one OPC server to another a BridgeMaster
Tag Map Configuration can be created. This configuration is saved as a binary file and is loaded
upon startup of BridgeMaster. It contains the Links (or Tag Mappings) from one system to the
other for which data is to be exchanged using the OPC protocol. A configuration within
BridgeMaster is laid out as a hierarchy of user-defined objects. The top-level object is defined as
a Connector, since it basically sets up and defines which OPC Servers are to be connected
together for data exchange. The Connector object allows definition of a primary and if required
secondary node hosting the redundant OPC Server. The next level down is called a group and
contains the actual tag maps. Each Group object can contain as many tag mappings as desired
for the given license and is a way of collectively “grouping” similar tags together. The group is
similar in concept to a folder directory on a file directory system, whereas the Connector object
would be compared to the disk drive (i.e. C:\). Each group defines its own OPC Interface version
to use, data update rates, dead band, time bias and data flow direction for all tag mappings
contained or defined within it. In runtime, each defined BridgeMaster group object creates and
encapsulates two OPC Client Groups (those defined by OPC standards), one for each OPC
Server specified in the Connector. The next object is the actual Link Object (also known as a tag
map). A tag map specifies the actual OPC Item IDs and Access Paths within each OPC Server,
the data flow/ data master (the OPC Item originating the first value, if different from the default
data direction specified in the group) and scaling options used for discrete value conversions. In
runtime, the each Link object actually contains two OPC Client Item objects (those defined by
OPC standards), one for each server. Each OPC Item inherits properties specified from its
parent Group and Connector objects.

4.1 Creating a New BridgeMaster Configuration

In Configure mode, a new BridgeMaster configuration can be created by simply selecting <File |
New...> from the main menu. An empty connector called Connectorl will be displayed in the
tree view part of the main window. To save the configuration select <File | Save> and give it a
meaningful name or select File | Save As... to copy or backup the existing configuration to
another file. By default, all BridgeMaster Tag Map Configuration filenames will have a “.bmc” file
extension.

4.2 Opening a BridgeMaster Configuration

In Configure mode, an existing BridgeMaster configuration can be opened by simply selecting
<File | Open...>. The user-selected file will be loaded into the tree and tag view panes and can
then be edited or placed into Runtime mode. To edit an object such as a Connector, Group or
TagMap, simply double-click on it or highlight the object and then select <File | Properties...>
from the main menu. Note, BridgeMaster will not load or open a configuration in Runtime, the
interface must be placed into Configure mode first. Some properties are not editable in runtime
mode. However, BridgeMaster can save a configuration in runtime, since it allows tag maps or
OPC Items to be created, deleted or changed on the fly in runtime.
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4.3 Creating a New Connector

In Configure mode, a new connector can be created by selecting <Edit | Add New Connector...>
from the main menu or pressing the keys <Ctrl+P>. The Connector may then be configured by
double-clicking on it or by selecting it and then selecting <Edit | Properties...> from the main
menu. Using the Connector Properties dialog box (shown below) you can define parameters for
Server ‘A’ and Server ‘B’. Server Redundancy is supported if the user selects the Use
Redundancy with this Server? checkbox and fills in the remote node information in the
respective Secondary Node edit box. Otherwise, the Secondary Node can be left blank or set to
“localhost” if server redundancy is not used or required.

Connector Properties E‘
Connectar Mame: [+ Enabled
Description: ‘
Server & Farameters Server B Farameters
DCS Interface Type: | DCS Interface Type:

Server Name (Program 1D):

Prirmary Mode (Host Mame or IP Address):

Server Name (Program 10:

Primarny Mode (Host Mame or IP Address):

il
I

Status YValidation (milliseconds): 30000 Status YWalidation (milliseconds): 30000
Server Redundancy Server Redundancy
[~ Settings... [

Secondary Node (Host Mame or IF Address): Secondary Node (Host Mame or IF Address):

Browse. .. |

i
|

Cancel |

Using the Connector Properties dialog box, select a meaningful name for the Connector or leave
it at the default. A text description box can be used to enter any desired comments about the
interface or it can be left blank. First, browse for or enter the host name(s) on which the OPC
Server(s) exist. Then select the OPC Server Name for the OPC Server ‘A’ side and the OPC
Server ‘B’ side for the new connector. To browse for an OPC Server click the Select... button.
To browse for a computer node select the Browse... button. If the interface is to use
redundancy, then select the Use Redundancy with this Server? checkbox. If so, then select the
desired secondary node and setup the redundancy settings by clicking the Settings... button.
Note, remote servers do not have to be installed on the local node in order to connect with them.
Note: if you are trying to browse remote servers, make sure you read section on OPCEnum.
BridgeMaster uses the OPCEnum service on the remote machine to browse for remote OPC
servers, therefore OPCEnum must be installed, running and accessible on the remote server.
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If OPCEnum cannot be run on the remote machine, BridgeMaster includes the ability to define OPC
server program IDs and their class IDs in a text file called “BMLookupCLSID.txt". BridgeMaster will
generate this file automatically as remote OPC Servers are browsed via OPCEnum. BridgeMaster
users can use notepad to edit this file and add entries to the file pertaining to OPC Servers installed
on a remote PC that is not running OPCEnum. Each line in the file defines one OPC Server. The
format of each line is:

Program ID,{ClassID}

A comma separates the OPC server program ID and Class ID. The Class ID is enclosed within open
and ending braces {}. The OPC server program ID and ClassID can usually be determined from the
OPC server manufacturer. It can also be determined by searching the Windows registry. Searching
for the name of the server executable will find the necessary information. Following is some
example server definitions from an actual BridgeMaster “BMLookupCLSID.txt” file.

RoviSys.OPC90Server.1,{2508F89D-3490-11D3-9236-0040339FD356}

Ovation.OPC.4,{4525AD4E-17BD-11D5-8183-0050046FAB6D}
RoviSys.OPC90Server.1,{2508F89D-3490-11D3-9236-0040339FD356}
RoviSys.DLEOPCServerDA.3,{34B16516-ECFD-4F3A-8FCA-007E9B8DOABE}
ICONICS.Simulator.1,{585DED25-936B-11D2-A8DC-00A024C111A3}
ICONICS.ModbusOPCServer3.1,{8F090662-9345-11D1-9BFC-00A024E7BC48}
SSNET.OPC.1,{937F9090-7888-4E55-8AEB-AD8E058044D5}
ICONICS.ModbusEthernetDA.2,{9BC87883-EEDA-11D3-9FDE-006067705B5A}
ToolWorX.Modbus.1,{9D8B4CA7-C7A3-11D3-A61B-00104B0D13C3}
ICONICSInc.IniFileRuntimeDA.2 {9E51F386-0712-11D4-B0B6-009027242C59}
ICONICS.SimulatorOPCDA.2,{A879768A-7387-11D4-B0D8-009027242C59}
National Instruments.DaqOpc.1,{9C491D07-4CD1-11D4-AE17-00105A1115C3}
Intellution.OPCIiFIX.1,{3C5702A2-EB8E-11D4-83A4-00105A984CBD}
APACSOPCDeviceServer.1,{87782911-389B-11D4-BE59-005004773FEE}
OPC.DeltaV.1,{C3B72AB1-6B33-11D0-9007-0020AFB6CFIF}
DeltaV.DVSYSsvr.1,{FE199392-EBEA-11D4-8233-00C04F60F056}
Intellution.OPCEDA.3,{58C41832-474B-11D2-BE25-006097C8F3ED}
EEI.CSVReplaySimulator.1,{3FBB69A5-3E6B-11D4-8416-00008639559B}
HWHsc.OPCServer,{6031BF75-9CF2-11D1-A97B-00C04FC01389}
AE_PI_OPC,{B0496231-21FE-432D-A2AC-14B1D8ABF39E}
OSI.HDA.1,{1F7365EE-7CBB-4867-8CFC-54FD50FF67D6}

RSLinx OPC Server,{A05BB6D5-2F8A-11D1-9BB0-080009D01446}

RSLinx Remote OPC Server,{A05BB6D6-2F8A-11D1-9BB0-080009D01446}
0SI.DA.1,{B9662477-8C52-44C2-A16B-DE04DCBC45D9}

DSxPOpcSimulator. TSxOpcSimulator.1,{DC07E136-BC50-4108-9818-5A693D148ADA}
RSI.RSView320PCTagServer {E9F9ED00-7705-101B-9802-0000C07B665C}
Intellution.OPCEDA.1,{81F29A20-850C-11D0-B37C-00A024BC1942}
ToolWorX.ModbusDLL.1,{900CC3C1-E237-11D2-A594-00104B0D13C3}
DELTAV.SisOpcSvr.1,{771CE139-41B9-49D1-BE2A-B01993C9364B}

INAT TcplpH1 OPC Server,{3DA28330-68CB-11D2-9C65-0021A0020009}
Intellution.SPServer.5,{68DEE241-F375-11D2-ADE0-006008B04 755}
RoviSys.ModbusTCPServerDA.3,{485AD958-7D12-4381-B212-868F3261DB76}
Rovisys.ModbusRTUServerDA.3,{8BB17412-3861-42CF-800A-1A7ECFE40873}
ICONICS.ModbusOPCServer3.20,{8F090662-9345-11D1-9BFC-00A024E7BC48}
CIMPLICITY.HMI.OPCServer.1,{B01241E8-921B-11D2-B43F-204C4F4F5020}

A description of each Connector property is given below:
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Connector Name
Select a meaningful name for the connector or leave it at the default.

Description
A text description box is provided which can be used to enter any desired comments about the
interface. This can be left BLANK.

Enabled

The Enabled checkbox will enable or disable the connector and all of its children (groups and tag
maps) in runtime from communicating with each other. Verify this checkbox is checked if you
want the Connector to run in runtime mode, otherwise it will be disabled. A disabled connected
will show up as Red in the tree view pane. This is useful when you have multiple connectors
configured, one for each of several external servers, and at some point, one of the OPC servers
or remote system is brought down (for maintenance, for example) and you don’t want or need
that connector interfacing with the downed OPC Server. In this case you would simply uncheck
the enabled checkbox for that connector. Otherwise, if left enabled, it may take away processing
power from the interfaces on the other connectors due to timeouts and/or DCOM problems. You
can now enable and/or disable any and all connectors in runtime. Disabling a connector in
runtime is like stopping the interface for that connector; the actual runtime interface thread will
be stopped. Likewise, enabling a connector in runtime is like starting the interface for that
connector or placing it into runtime mode; the actual runtime interface thread will be started.

Server Name (Program I D)

Enter the OPC Program ID of the OPC Server you wish to connect with. You can browse for
servers on the Primary node by selecting the Select... button. A “Select OPC Server” dialog box
containing all installed OPC Servers on the local (or remote) machine will be displayed (on the
host specified in the Primary Node). To browse local OPC Servers on your local node, set
Primary Node field to “localhost” or leave it blank.

Primary Node (Host Name or | P Address)
Enter the Host Name or IP Address of the Primary computer node for which the OPC Server you
wish to interface to exists on. To browse for a computer node select the Browse... button.

Use Redundancy with this Server?

This checkbox indicates that redundancy will be enabled with this OPC server side. The
following settings are provided to allow selection of when and under what conditions should
BridgeMaster consider failing over to this secondary node. Note, the same OPC Server must
exist with the same tag configuration (same Item IDs) that the primary is using in order for
redundancy to be effective, although the OPC Server need not be the same version.

Secondary Node (Host Name or 1P Address)

Enter the Host Name or IP Address of the secondary (redundant) computer node for which the
OPC Server you wish to interface to exists on. To browse for a computer node select the
Browse... button.

Status Validation

The Status Validation edit box is used to specify the interval in which status is to be checked or
validated with the OPC Server. BridgeMaster will validate the status of the primary and
secondary OPC servers at the rate specified by this dialog. If redundancy is configured then this
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is used to determine if a fail over to the redundant OCP Server is required. It is specified in
milliseconds with a default of 30000.

44 Redundancy Settings

BridgeMaster supports redundant connections on each server side of the interface; this is
termed as “Server Redundancy”. Since both sides of a given connector can each be configured
with redundant servers, this implies a dual redundancy scheme. This however is not to be
confused with “Connector Redundancy” or BridgeMaster System Redundancy where you would
have two BridgeMaster nodes or two BridgeMaster systems that were redundant with one
another. BridgeMaster system redundancy is not yet supported. If the primary node is down for
any of the selected reasons, then BridgeMaster will automatically detect this and failover all tag
and group connections to the server on the redundant node. For either Server side of a given
connector call up the Redundancy Settings dialog box from Settings... button in the Connector
Properties dialog box. The following dialog will appear.

Redundancy Settings for Server A E|

=

Secondary Redundant Mode (Host Mame or IP Address):

|

Hows Often should BridgeMaster check for the Server Failover conditions selected belows?

Status Validation: | 30000 (milliseconds)

Server Failover on what condition(s)?

[+ If All OPC Itemns are Bad quality with Sub-status of type(s) (select all that apply):

[+ Config Error [+ Mot Connected [« Comm Failure
[v Out-Of-Service [ Device Failure [ Sensor Failure
— If W3.x Keep Alives Timeout (if supported) where Timeout: -
(Remember to setup Keepalive rate in one or more Groups) (milliseconds)

[+ If OPC Server Status changes to Status of (select all that apply):

[+ Failed [+ Mo Config [« Comm Fault [ Suspended

- | T

where Watchdog Timeout Value is: | milliseconds

Current Heartbeat Value: | G54

The settings are described below:
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Use Redundancy with this Connector Side?

This checkbox indicates that redundancy will be enabled with this connector side. The following
settings are provided to allow selection of when and under what conditions should BridgeMaster
consider failing over to the server on the secondary node. Note, the same OPC Server must
exist with the same tag configuration (same Item IDs) that the primary is using in order for
redundancy to be effective, although the OPC Server need not be the same version.

Secondary Redundant Node (Host Name or | P Address)

Enter the Host Name or IP Address of the secondary computer node for which the redundant
OPC Server you wish to interface to exists on. To browse for a computer node select the
Browse... button.

Status Validation

The Status Validation edit box is used to specify the interval in which status is to be checked or
validated with the OPC Server. When redundancy is enabled, this implies how often
BridgeMaster will check the selected failover conditions. This is used by BridgeMaster to
determine if a server fail over to the redundant OCP Server is required. It is specified in
milliseconds with a default of 30000.

The Redundancy failover conditions are listed below. These conditions are logically ‘OR-ed’
together, meaning if any one or all of the selected failover conditions occur during the status
validation then a failover to the server on secondary redundant node will occur. For each server
side, Status Validation does not occur until startup completes. Specifically, this means that
Status Validation does not occur until all tags of all groups for each respective server side have
been added to the OPC Server and all (user-specified active) groups have been set active.

Notes:

1) Startup will complete regardless of whether or not tags were added successfully to the server.
2) When a group is set active this means data callbacks from the Server to BridgeMaster will
occur.

3) User-specified active means you can specify a group is to be made Active or Inactive during
runtime; the Inactive groups won't count.

If all OPC Itemsare Bad Quality with Sub-status of type(s) (select all that apply):

This checkbox will enable or disable failover when ALL Configured OPC Items are Bad quality of
a certain type. Configured means the OPC Item was defined and has a non-blank tagname. For
instance, some redundant OPC Servers (like ProcessLogix) will set all OPC Items to ‘Out-of-
Service’ BAD quality when the node is unavailable or becomes the backup node and thus this
can be used as a trigger for BridgeMaster to failover to the redundant server. These settings are
logically ‘OR-ed’ together meaning if ALL configured items within the server side have BAD
guality with any of the selected sub-status selections then failover will occur. In other words, if
just one tag has GOOD or QUESTIONABLE quality, then failover will not occur due to this
condition. Also, if one tag has BAD Quality with a sub-status that was not selected then failover
will not occur due to this condition.

If V3.x Keep Alives Timeout (if supported) where Timeout:
This checkbox will enable or disable failover based on a Keep Alive timeout. If the OPC Server
supports OPC Data Access v3.x Interfaces, then this setting is applicable. The Keep Alive
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mechanism can be setup in each group to occur at a specified interval. However, only one group
per server side is required to be setup with a Keep Alive. This mechanism is used to keep the
connection open. When Keep Alives are enabled, the OPC Server sends an empty callback to
BridgeMaster at the Keep Alive rate specified in each group if data has not changed in the group
on the OPC server. If a data callback occurs with actual data, this also counts as a Keep Alive.
The Keep Alive timeout period (specified in milliseconds) can be used for failover when the Keep
Alives or callback interface fails for any one of the groups defined with an enabled Keep Alive
rate (rate not equal to 0). It is recommended that you set this timeout value to a value of at least
2 times that of the shortest Keep Alive rate for any of the groups for each respective server side.
Timeouts are checked at the Status Validation period, and one or more Keep Alives may have
timed-out in between that period but a Keep Alive may have been received right before the
validation check making the status OK. Once a group’s Keep Alive was found to timeout for any
group then a failover will occur (even if a Keep Alive arrives 0.001 seconds later). This is why it
is important to not set the timeout period too low. Failing to set the Keep Alive timeout period
high enough may cause premature failover. By default this option is left unchecked.

If OPC Server status changesto statusof (Select all that apply):

This checkbox will enable or disable failover when the status of the OPC Server changes to any
of the selected status definitions. For instance, if an OPC Server cannot communicate with its
underlying communication system to access tag data then it should set its status to FAILED. If
the Failed checkbox is selected and the server is FAILED then a failover will occur. On startup,
under certain conditions a server may not have a tag configuration in which case the status will
be NO CONFIG, in which case you may want to use the redundant node. A COMM FAULT
status indicates that some (but not all) items are having difficulties communicating with the
underlying hardware 1/O, it is left up to the discretion of the user to use this server status as a
failover condition or not. The same is true for the SUSPENDED status.

If Heartbeat stopsfrom Watchdog tag of Item ID: [NEW!]

This setting will enable watchdog functionality and when enabled will failover when the watchdog
tag stops changing value. The watchdog tag acts as a heartbeat (similar in function to the V3.x
Keep Alives) and when it so to speak ‘flat lines’ and no heartbeat (value change) is received
within the Watchdog timeout period then a timeout occurs which will cause a server failover to
occur for that connector side.

Watchdog Timeout Value: [NEW!]

If the Watchdog functionality is enabled then this setting specifies how long to go before timing
out when no change in value occurs. The watchdog timer starts after all tags are established and
made active with a given OPC Server side, this is done in case a server takes a long time
establishing tags with the server perhaps due to the quantity of tag maps defined. (specified in
milliseconds)

Current Heartbeat Value: [NEW!]

In runtime the current heartbeat value of the watchdog tag is displayed in this edit box. This is
displayed in order to provide the user with affirmative visual feedback that the server is really
alive and values are being received.
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4.4.1 Failover

When using server redundancy, the whole point is to failover to the redundant server when you
cannot communicate with the server on the primary node. This implies if there is a total failure to
communicate with the primary node, then you will want to failover. As such, in addition to the
user-selectable failover options listed in the previous section, BridgeMaster detects fatal
conditions which imply total communication failure and will thus automatically failover on these
conditions. For instance, if BridgeMaster detects that the server (or node) cannot be
communicated with then a failover will occur.

A Fatal condition exists in runtime after BridgeMaster receives 5 in row errors of any of these

nasty errors of the variety (from OPC calls to the server):

E_NOINTERFACE — No such interface supported. If we get just 1 of these then we failover.

E OUTOFMEMORY - Server ran out of memory. If we get just 1 of these then we failover.

E_ACCESSDENIED — Genera accessisdenied error. If we get just 1 of these then we failover.

RPC_E NO _GOOD_SECURITY_PACJAGES — No secuirty package installed. If we get just 1

of these then we failover.

e CO E REMOTE_COMMUNICATION_FAILURE — Remote communication to the computer
providing the server failed. If we get just 1 of these then we failover.

e CO E SERVER EXEC FAILURE - Server executuon failed or the server crashed or is
otherwise failed If we get just 1 of these then we failover.

e OPC E INVALIDCONFIGFILE — The Server’s Config file is an invalid format. If we get just 1
of these then we failover.

e RPC_S SERVER _UNAVAILABLE - Server is unavailable, this is the mother of all fatal
communication errors, which provides indication that server crashed (or the process was
terminated by the user or prematurely) If we get 5 of thesein arow then we failover.

e RPC_S UNKNOWN_AUTHN_SERVICE — The authentication service is unknown. If we get just
1 of these then we failover.

e RPC S SERVER TOO BUSY —The RPC Server istoo busy to complete the operation. If we get
5 of these in arow then we failover.

e RPC S CALL_FAILED — The remote procedure call failed. This usualy indicates that the
Remote Server (EXE) wasterminated. If we get 5 of thesein arow then we failover.

Furthermore, an automatic failover will occur if the OPC Server supports the IOPCShutdown
Interface and sends a shutdown request to BridgeMaster.
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45 Creating a New Group

In Configure mode, a new group can be created by first selecting or highlighting the desired
connector for which to add the new group to and then selecting <Edit | Add New Group...> from
the main menu or pressing the keys <Ctrl+G> or right mouse clicking on the Connector and then
selecting “Add Group”. The Group Properties dialog box (shown below) will be displayed for the
new group and can then be edited.

Group Properties g|

[v Active Group

Descriptian: R\_ IS S
Group Parameters - OPC DA Server A Group Parameters - OPC DA Server B
AFPACSOFPCDeviceSerser.] ICONICS. Simulator

Update Rate (ms); 1000 Update Rate (ms): 1000
Deadband (%); |0 Deadhand (3:): |0
Tirne Bias (min): |0 Time Bias (min): |0
Data Flow
Language ID: 1033 Direction: Language ID: 1033
Keep Alve Rate (ms.): :l Keep Alive Rate (ms.):
OPC Refresh Rate (secs.): 0 OPC Refresh Rate (secs):; |0

Requested Interface Yersion: Reguested Interface Wersion:
[for Update Naotification (callbacks) and Writes] [for Update Matification (callbacks) and Writes]
Actual Interface Version used by this group: Actual Interface Wersion used by this group:

[ Do Folling of Group (hot recommeaended) [ Do Folling with Group (not recommendad)

[ Use Synchronous YWrites (not recommended) | Use Synchronous Writes (not recommended)

(0]4 | Cancel

The Group Properties dialog box allows specification of the OPC Group parameters affecting all
tag maps and OPC Items contained within each respective group. Define a descriptive name for
the new group. A description for the group can also be entered (if desired).

The group parameters for the A and B sides are defined below:
Group Name

Select a meaningful name for the group or leave it at the default. This name must be unique
amongst all groups in the connector.
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Description
A text description box is provided which can be used to enter any desired comments about the
group. This can be left BLANK.

Active Group

The Active Group checkbox specifies the group parameter’'s active flag and is passed to the
OPC Server in runtime. This checkbox will enable or disable the group and all Links (Tag maps)
contained within it in runtime from communicating with each other. Inactive groups will be
displayed in the tree view pane as a pink folder. Data for the group and all tag maps contained
within it can only be received or sent if the group is active within the server. Verify this checkbox
is checked if you want the Group to run in runtime mode, otherwise it will be disabled. A disabled
(Inactive) group will neither receive nor transmit values for any items defined within in it. Note: All
tags within an Inactive group are still established in runtime with the server. You can set a group
inactive in runtime to disable updates for all the group’s items.

Data Flow Direction

This combo box sets the data flow direction between tags of the Server ‘A’ side to tags of the
Server ‘B’ side for all tag maps within the group. Note this parameter cannot be changed in
runtime. The direction can be one of the following:

- Specifies that data is read from the items within the Server ‘A’ of this group and written or
sent to their mappings in Server ‘B’ of this group.

<> Specifies bi-direction data transfer where data flows in both directions and is read and
written from the items within the Server ‘A’ and written or read from their mappings in Server ‘B’.
The Data Flow / Data Master defined within the Tag Map definition defines which server
originates the value first upon startup of runtime mode. After startup, when a value changes on
either side it is sent to the other side.

< Specifies that data is read from the items within Server ‘B’ of this group and written or sent to
their mappings of Server ‘A’ of this group.

Update Rate (milliseconds)

This group parameter specifies the update rate (in milliseconds) for the OPC group. This rate is
specified to the OPC Server when the OPC Group is created in runtime mode. It tells the OPC
server how often we want to receive the data or how often it should check for changes in OPC
Item values defined within tag maps within this group. Most OPC Servers are exception-report
based, meaning they will send data when it changes. However, some servers will send data at
this rate even if it does not change. This option can be changed in runtime mode.

Deadband (%)

This group parameter specifies the deadband (in percentage of full scale range) of an OPC Item.
For analog points the EU Full Scale range exists within the OPC Server as EU _HIGH -
EU_LOW. Most OPC Servers use this parameter to determine when to notify a client of a
change in value. If the value is noisy, you may not want the OPC Server sending each value
unless it changes by more than this percentage.
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Time Bias

This group parameter specifies the Time bias (in minutes) from the local node to the remote
node. This is passed to the OPC Server along with the deadband and Update Rate to tell the
OPC Server to offset each timestamp for each OPC Item within this group by the specified
amount. This is useful for checking or comparing timestamps on OPC Items, which may exist in
different time zones. However, this is not a particularly useful parameter, aside from the fact that
most OPC Servers do not utilize this parameter; BridgeMaster itself does not perform any
timestamp Time zone conversion. It is a required parameter for creation of an OPC Group within
an OPC Server and thus is left for user-specification for possible future implementation. Default
is O.

LCID

This group parameter specifies the Language ID of all OPC Items for the group. Most OPC
Servers do not support this but if they do they would use this parameter to determine what
language to use (for example for error strings or for String (VT_BSTR) data tags and labels (like
ON/OFF and OPEN/CLOSE for digital points in English or Japanese). BridgeMaster supports
the transfer of VT_BSTR (2 byte UNICODE character strings) in any language, however the
displays and dialog boxes are currently always displayed in English. Default LCID is English
(United States) = 1033. A value of 0 means no LCID. See the LCID Document for lookup values
for any particular desired language.

Keep Alive Rate (milliseconds) (V3.0 only)

This group parameter specifies the Keep Alive rate (in milliseconds) for the group connection.
This is used only by Version 3.x Servers. This tells the OPC Server how often to send an ‘Empty’
callback (with no data values) for this group in order to keep the connection alive. This is useful
when redundancy is enabled. Callbacks with actual data which occur at the Update Rate also
act as a Keep Alive so if the callbacks are occurring at this rate then the Server may not even
need to ever send an empty Keep Alive packet. The Keep Alive rate must be at least twice as
fast (shorter) then the Keep Alive Timeout value in order to not cause a premature failover. This
can be changed on the fly in runtime. A warning will be given to the user before the dialog closes
if the user is attempting to set it too low. Also if the Show Errors is enabled for the connector of
the group and the Server does not support the rate specified, then an error message will be
logged. Most V3.0 servers do not support Keep Alive rates faster than 1000 milliseconds (1
second). Set to O=Disabled.

Note: When using redundancy only 1 group is actually required to enable the Keep Alive
mechanism, the rest can be set to 0. As an extreme case, if you have 1000 groups each
configured with the Keep Alive of 1000, then that will certainly be a lot of additional unneeded
traffic on your network.

OPC Refresh Rate (seconds) [NEW!]

This group parameter specifies the data refresh rate (in seconds) that all values of all items of
this group connection will be refreshed at. Specifying a value of 0 will disable periodic refreshes
of the group. This setting if enabled tells the OPC Server to refresh all items in the group at the
specified rate, which in turn will cause the OPC Server to resend all items values (via callback)
at that rate. BridgeMaster in turn, if the Data direction is set correctly, may cause a write to other
server.
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For example, if the group is setup as data direction A->B and we want to ensure that B is always
getting the freshest value of A and is basically locked into whatever value A is even if sometimes
the value of B itself changes apart from A which would cause a temporary mismatch between A
and B then we would specify a refresh rate for the A side of say 30 seconds. There is no point in
specifying a refresh rate for the B side in this case so we would set it O since for this example we
do will need be writing back to A. This means every 30 seconds we read all values from A side
and write all values to B side (if needed) which will ensure the B side has the correct A values
(Note: We only write to B if A value has changed and is different from B). Note: for groups with a
lot of tags say 5K+, setting the refresh rate to low (or refreshing too fast) is not recommended, it
that case then maybe a 15 minute refresh might be best (or a value of 15*60=900). It is
important to keep in mind that although this periodic refresh may ensure that the values on both
sides always match up, at least periodically, the OPC Foundation has gone thru great lengths to
provide mechanisms to reduce network traffic and provide efficient data transfer by means of
data callbacks and advise connections which fly in the face of periodically refreshing data which
temporarily defeats the purpose of these efficient exception reporting mechanisms built into the
OPC protocol. Therefore it is advised to use this setting sparingly only if required in order to
ensure values are the same in both systems. The minimum refresh value is 10 seconds.

Requested Interface Version [for Update Notification (Callbacks) and Writes)

The Requested Interface Version drop down box allows the user the ability explicitly select which
OPC Interface version to use for the group. This option allows ‘old-style’ v1.0 interfaces to be
used as well as the new v3.0 interface. This option is provided for OPC Servers that do not
support say the v2.0 or v3.0 Interfaces. By default this option is set to “Use Best Supported
Interface”. The following options are selectable:

e Use Best Supported Interface- This setting means BridgeMaster will query the server
during startup for the best available supported OPC Interface and attempt to use that.

e Use OPC Vl.a DA Interfaces-only OPC V1.a DA Interfaces will be used for data transfer
of all items of this group on this server side.

e Use OPC V2.x DA Interfaces-only OPC V2.x DA Interfaces will be used for data transfer
of all items of this group on this server side.

e Use OPC V3.0 DA Interfaces (ValueOnly Writes)- OPC V3.0 DA Interfaces will be used
for data transfer of all items of this group on this server side. However writes to this server
side will be like V2.x; that is Value-Only.

e Use OPC V3.0 DA Interfaces (with VQT Writes) - OPC V3.0 DA Interfaces will be used for
data transfer of all items on this server side of this group. Writes to this server side will
implement the new V3.0 VQT Write functionality whereas data is transferred with Values,
Quality and timestamp. If the server does not support VQT writes, then BridgeMaster will
log an error and degrade the actual interface version to Using OPC V3.0 DA Interfaces
(No VQT)

Actual Interface Version

The Actual Interface Version specifies to the user which OPC Interface version it is actually
using for that group. If you request an interface that is not supported by the server, then this
field will contain actual (lesser) interface version. The following options are selectable:
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Do Polling with Server (not recommended)

The Do Polling of Group checkbox enables polling (Synchronous read functions) of the OPC
Server at regular intervals. If checked, then the Group’s Update Rate specifies the polling
interval. Polling the server implies that BridgeMaster will use the IOPCSynclO interface (if either
Vl1.a or v2.x interfaces were requested), and IOPCSynclO2 (if V3.0 interfaces was requested) to
read all items from cache at the poll interval. This option is not recommended since if v2.0 or
v3.0 Interfaces are working correctly then there should be no need to read the data
synchronously. This option is provided for OPC Servers that are setup incorrectly and/or does
not support advise subscription mechanisms. OPC Advise is provided under v1.0 with the
ladviseSink Interface and under v2.x and v3.0 as the IOPCDataCallback using a
ConnectionPoint.  Note: If this box becomes checked during runtime, then BridgeMaster found
that the OPC Server did not support v1.0 Advise which may be due to a DCOM security issue or
other problems with COM. See the Quick Setup section for details in that case.

The Server Status will show in colorful text the fact that the OPC Server is being polled as a
warning.
Time

Start |07/01/07 22:32:50

Last |07/01/07 22:33:03

Current |07/01/07 22:33:03

Warning: Server is being Faolled!

Use Synchronous Writes (not recommended)

The Use Synchronous Writes checkbox enables writing of (VQT or Value Only) data to be
transferred (written to the server) using synchronous OPC Interfaces. Synchronous write calls
wait for the OPC Server to actually write the value to the device for each item before returning
success or failure, which holds up the interface for that period of time. For slow or otherwise
unresponsive DCS systems, like polling, this could be a crippling bottleneck. Also since the
synchronous calls may take too much time and cause timeouts with redundancy they are not
recommended. If synchronous writes are selected, BridgeMaster will still utilize the Bulk Write
functionality and will use the following interfaces to perform the writes:

e |OPCASynclO interface (if either V1.a interface was requested)
e |OPCASynclO2 interface (if v2.x interface was requested)
e |OPCASynclO3 interface (if V3.0 interface was requested)

This option is provided for users who want to absolutely verify that writes go out to the OPC
Server and are successfully written for any and all tags of the group on the designated server
side. An error will be logged upon failure. However, it should be understood that with all
asynchronous OPC versions, write status feedback is also provided back to BridgeMaster via
the IOPCDataCallback or the IAdviseSink interface. However no check is made by BridgeMaster
to verify that each and every write actually completed using asynchronous write mechanisms. If
asynchronous is being used, and a write fails then normally a write completion event will be sent
back to BridgeMaster and BridgeMaster will log the error. In a nutshell, asynchronous calls are
the approved method since they are the fastest available means to write data, but since there is
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